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00 00padoTKe U 0o0ecneyeHUH 0€30MACHOCTH
NePCOHAIBHBIX IaHHBIX, 00padaTbiBaeMbIX B MHHPOPMANMOHHBIX CHCTEMAX
nepcoHajbHbIX JaHHbIX 'BOY CI'H

1. O0mMe moJ10KeHus.

1.1. Hacrosimee Ilonoxxenne o0 o00paboTke U obOecnedyeHUH OE30MaCHOCTH
MEPCOHANIBHBIX JAHHBIX, OOpabaThiBaeMbIX B HH(GOPMAIIMOHHBIX CHCTEMax
MEPCOHANIBHBIX JAHHBIX TOCYAAPCTBEHHOIO OFOJIKETHOTO 00IIe00pa30BaTEILHOTO
yupexaeHuss Cubalickas TUMHa3Us-UHTEPHAT (mamee — Tlonmoxxenwue)
pazpabotaHo B cooTBercTBHUH ¢ DenepanbHbiM 3akoHOM 0T 27.07.2006 No
152-®3 «O mepcoHalNbHBIX JaHHBIX», llomokeHmeM 00 oOecreueHnun
0€30MacHOCTH TMEPCOHAIBHBIX JAaHHBIX MPU UX 00pabOoTKe B MH(POPMAIIMOHHBIX
CUCTEMaxX  TEPCOHATBHBIX  JAaHHBIX,  YTBEPXKIEHHBIM  IlocTaHOBICHHEM
[IpaButensctBa Poccuiickoit ®enepaunn ot 01.11.2012 Ne 1119, wu
[Tonoxennem 00 0coOeHHOCTSX OO0pabOTKM TEPCOHATBHBIX JAHHBIX,
OCYIIECTBIISIEMON 0€3 MCIMOJIb30BAaHUSI CPEJICTB aBTOMATHU3AIMU, YTBEP>KICHHBIM
[TocranosnenuneM [IpaBurensctBa Poccuiickoit @enepannu ot 15.09.2008 Ne 687.

1.2.  Hactossmum IlonoxxenueM ompenensieTcss TOPAIOK 00pabOTKH U
oOecrieueHuss 0€30MaCHOCTH TIEPCOHANBHBIX JIAHHBIX, TpPH UX 00paboTke B
WHOOPMAITMOHHBIX CHCTEMaX IEPCOHANBHBIX JaHHBIX C  HCIOJb30BaHHEM
CPEICTB aBTOMATH3allMM W O€3 WCIIOJIB30BAaHUS CPEJICTB aBTOMATH3allid B
roCyJIapCTBEHHOM OI0JIPKETHOM 00111e00pazoBaTeIbHOM yupexaeHuun Cubarickas
ruMHazus-untepHar (nanee -1 bOY CI'N).

1.3. B HacTosmem [lonoxeHnH HCIIONb3YIOTCA CAEAYIOIIHE TOHSATHSA:

1.3.1. bnokupoBaHME MEPCOHANBHBIX JAaHHBIX — BPEMEHHOE MpeKpalieHue
coopa, cucTeMaruszaluy, HaKOIUIEHHWs, MCIOJIb30BaHUsS, PacHpoCTpaHEHUs
NEPCOHANIBHBIX JAaHHBIX, B TOM uucie ux nepemaud. 1.3.2. MudopmanumonHas



CUCTEMa TMEepPCOHANbHBIX JaHHBIX (naimee — HMuHdopmannoHHas cucrema) —
uHOpMAIlMOHHAS ~ CHCTEMa,  MPEACTaBIAOmAas  coOOH  COBOKYMHOCTh
NEPCOHANBHBIX  JaHHBIX, COAepKammMxcs B 0a3e JaHHBIX, a TaKke
UHPOPMAIIMOHHBIX ~ TEXHOJOTMA M  TEXHUYECKUX CPENCTB, IO3BOJISIONINX
OCYUIIECTBJIATh, 00pabOTKYy TaKUX TNEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAHUEM
CPEIICTB aBTOMATH3AI[MU I 0€3 UCTIOIb30BaHUS TAKUX CPEICTB.

1.3.3. Hcnonb3oBaHuE MEPCOHANBHBIX JIAaHHBIX — JEUCTBUS (Omepamuu) ¢
NEPCOHANILHBIMU JTAHHBIMHM, COBEpILIAEMbIE OMNEPATOPOM B LEIAX PUHITHUSL
peleHuil WM COBEPIICHUS] HHBIX JIEUCTBUM, MOPOKAAIONINX IOPUIUUYECKUE
MOCJIEJICTBUSI B OTHOIICHUHM CYOBEKTa MEPCOHATBHBIX JAHHBIX WA JIPYTUX JIUI
100 MHBIM 00pa30M 3aTparuBaroOIIUX MpaBa U CBOOOIbI CyObEKTa MEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUII.

1.3.4. KoH(uIEeHINAaTbHOCTh MEPCOHANBHBIX JI@HHBIX — O00s3aTellbHOe JIs
COOJIIOJIEHUsI OMEPAaTOPOM WM HMHBIM MOJYYUBUIMM JOCTYH K HEPCOHAIbHBIM
JAHHBIM JIMIOM TpeOOBaHHE HE JOMYCKaTh MX PaclpoCTpaHeHus Oe3 corjacus
CyOBbEeKTa NEPCOHAIBHBIX JAHHBIX WIM HAJUYUS HHOTO 3aKOHHOI'O OCHOBAHUSI.

1.3.5. OGe3nuuuBaHue NMEPCOHANBHBIX JAHHBIX — JICUCTBUS, B PE3YJIHTATE KOTOPBIX
HEBO3MOYKHO ONPENIETUTh MPUHAIC)KHOCTh IEPCOHABHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY NEPCOHATBHBIX JaHHBIX.

1.3.6. OOpaboTka mNEPCOHAIBHBIX JAHHBIX — JEUCTBUS (omepanuu) ¢
MEPCOHALHBIMU  TAaHHBIMH, BKJIOYass CcOOp, CHCTEMaTH3allhi0, HaKOIUICHHUE,
XpaHEeHHeE, YTOUHEHUE (oOHOBIICHME, U3MEHEHHE), HCIIOJIb30BaHUE,
pacnpocTpaHeHue (B TOM 4YHCIE Tiepenady), oOe3IMYMBaHHE, OJIOKHUPOBAHUE,
YHUYTOXXEHUE TIEPCOHATBHBIX JaHHBIX.

1.3.7. OO6paboTka TMEpPCOHANBHBIX JAHHBIX 0€3 HCIOJIb30BaHUS CPEJICTB
aBTomMaTu3amuu (naigee — HeaBTOMaTH3UPOBAaHHBIM CHOCO0) — JEUCTBUS C
MEePCOHALHBIMU JTAHHBIMHU, TaKWe Kak cOOp, CHUCTeMaTu3alusi, HaKOIUICHUE,
XpaHEHHEe, HCIOJb30BaHUE, YTOUHEHHE, paCIpOCTPAaHEHHUE, YHUUYTOKEHUE
MEePCOHATBHBIX JAHHBIX B OTHOIIEHWHM KaXXJOr0 U3 CYOBEKTOB MEPCOHATBHBIX
JAHHBIX, OCYLIECTBIISIIOTCS MPU HEMOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

1.3.8. OO01enocTynHble MepCcoHabHbIC JaHHBIE — IEPCOHATIBHBIE JIaHHBIC, JOCTYII
HEOTPAHUYEHHOTO Kpyra JHI[ K KOTOPbIM MPEIOCTaBJICH C COTJIaCHS CyObeKTa
MEePCOHAIBHBIX JaHHBIX WM HAa KOTOPbIE B COOTBETCTBUM C (QefepaibHbIMU
3aKOHAMHM HE paclpocTpaHsieTcs TpeboBaHue COOMIOAEHUS KOHDUICHIINATBHOCTH.



1.3.9. Omeparop — I'BOY CI'H, ropuguyeckoe wid (Qu3nUecKoe JHIIO,
OpPTaHU3YIOIINE M OCYIIECTBIISIONINE 00padOTKy MEPCOHATBHBIX JTaHHBIX, a TAKKE
OTIPEIEIISIIONTNE 1IEJIU U COZIepKaHuEe 00pabOTKH NMEPCOHANBHBIX TaHHBIX.

1.3.10. TIlepconanbHble JnaHHBIE — Jr00ast WHGOpPMAlLKsA, OTHOCAIIASACA K
ONpENECNICHHOMY WJIM OTpEAeNIeMOMY Ha OCHOBAaHMU Takoi HHQOpMAIIH
¢usznyeckomy nuIy (CyOBEKTy NEpPCOHAIBHBIX JaHHBIX), B TOM YHCIE €ro
(damunus, UM, 0TYECTBO, T'OJl, MECSLI, AaTa U MECTO POXKJIEHUS, apec, CEMENHOE,
CoLlMajJbHOE, MMYIIECTBEHHOE II0JIOKEHUE, 00pa3oBaHue, Npodeccus, IT0XOAbl,
npyras uHopMaIus.

1.3.11. PacripocTpaneHne nepCOHANBHBIX JTaHHBIX — JIEHCTBUSI, HAIPABJICHHBIE Ha
nepegady IEpCOHAJbHBIX JaHHBIX OINpPEAEIEHHOMY Kpyry Ml (mepeaaua
NEPCOHANIBHBIX JAHHBIX) WIM Ha O3HAKOMJICHHE C IEPCOHAIbHBIMU JaHHBIMU
HEOTPAaHWYEHHOI0 Kpyra JHIl, B TOM 4YHcCI€ OOHAPOJOBAHHE IEPCOHATBHBIX
JAHHBIX B CPEACTBaX MaccoBOW MH(OpMaluU, pa3MelIeHHuE B MH(POPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX WJIM MPEAOCTABICHHUE JOCTyNa K MEePCOHAIbHBIM
JAaHHBIM KaKHUM-JTHO0 MHBIM CIIOCOOOM.

1.3.12. CneuunanbHple KAaTErOPUU MEPCOHANBHBIX JTAaHHBIX — MEPCOHAIBHBIC
JTaHHBIE, KACAIOIIMECS PACOBOM, HAIIMOHAIIBHON MPUHAMJIC)KHOCTH, MOJIATHYECKUX
B3TJISIJIOB, PEJIUTHO3HBIX WM (PHIOCOPCKUX YOEXKICHUM, COCTOSHUS 3J0POBbS,
WHTUMHOM XKM3HU CyOBEKTa MepCOHANBHBIX JTAHHBIX.

1.3.13. YHUYTOKEHHUE NMEPCOHAIBHBIX JAHHBIX — IEUCTBUSA, B PE3YJIbTATE KOTOPBIX
HEBO3MOKHO  BOCCTAHOBUTH  COJIEP)KAHME  IEPCOHANBHBIX  JaHHBIX B
MH(POPMAILIMOHHON CHUCTEME INEPCOHAJIbHBIX JIaHHBIX WM B pPE3yJbTaTe KOTOPBIX
YHUUTOXAKOTCS MaTepUaIbHble HOCUTENIH NEPCOHANBHBIX TaHHBIX.

2. ITopsigok 00padOTKN NEPCOHAIBbHBIX JAHHBIX.

2.1. OOpaboTka nepcoHalbHbIX AaHHBIX B MH@opmanumonusix cucremax ['bBOY
CI' noskHA OCYIIECTBIATHCA HA OCHOBE MPUHIIUIIOB:

- 3aKOHHOCTM 1eJell M crnoco0oB 0O0paOOTKM NEPCOHANBHBIX JIaHHBIX H
JI0OPOCOBECTHOCTH;

- COOTBETCTBHUA IieJied 00paOOTKH TMEPCOHAJBHBIX JaHHBIX LEJsAM, 3apaHee
OTIPEJICTICHHBIM M 3asBJICHHBIM TPU COOpe TMEePCOHANTBHBIX JaHHBIX, a TaKXKe
MIOJTHOMOYHSIM OTIEPaTopa;

- COOTBETCTBHsI O0beMa M XapakTepa oOpabaThIBacMbIX NMEPCOHAIBHBIX JTAHHBIX,
cr1oco00B 00pabOTKMU MEPCOHATBHBIX JAAHHBIX LIENMSAM 00paOOTKU MEPCOHATBHBIX
JaHHBIX;



- JIOCTOBEPHOCTH TEPCOHAJBHBIX JAHHBIX, WX JIOCTATOYHOCTH [UIsS LIeJIeH
00paboTKH,

HCIOIIYCTUMOCTH O6pa6OTKI/I IICPCOHAJIbHBIX JaHHBIX, M30BITOYHBIX 110
OTHOLICHUIO K LCJIAM, 3a5BJICHHBIM IIPpU C60p€ IMCPCOHAJIBHBIX TAHHBIX,

- HCOAOIMYCTUMOCTHU 06T)CIH/IHCHI/IH CO3OaHHBIX AJI1 HCCOBMCCTHMBIX MCKIY coOoi
HCJ’IGI‘;I 0a3 JaHHBIX PIH(bOpMaHI/IOHHI)IX CUCTCM IICPCOHAJIBHBIX TaHHBIX.

2.2. OOpaboTka mepcoHalbHbIX AaHHBIX B MHopmanumonusix cucremax ['bOY
CI'l mMoeT OCyIIECTBISATHCA ONEPATOPOM C MUCHMEHHOIO COTJIacus CyObEKTOB
MEePCOHATIBHBIX JIaHHBIX, 32 HCKIIOYEHUEM CJEAYIOUIMX CIydaeB, KOT/a TaKOIo
corjacusi He TpeOyeTcsl, eCIu:

- 0o0paboTka TIEPCOHAIBHBIX JIAHHBIX OCYIIECTBISETCA HAa OCHOBAaHUU
denepanbHOTO 3aKOHA, YCTAHABIMBAIONIETO €€ IIeNb, YCIOBUS TOMy4YEHUS
MIEPCOHANIBHBIX JTaHHBIX M KPyT CYOBEKTOB, IMEPCOHANBHBIE ITaHHBIE KOTOPBIX
nojsiexaT oopaboTKe, a TakKe OMPEIEIISIONIET0 MOJTHOMOYHS OIlepaTopa;

- o6pa60TKa IEPCOHANIBHBIX JAaHHBIX OCYIOCCTBILACTCA B HCIAX MCIIOJHCHUS
A0ToBOpa, OI[HOﬁ N3 CTOPOH KOTOPOT'O ABJIACTCA CY6T)€KT IICPCOHAJIBHBIX TAHHBIX]

- 00paboTKa MEepPCOHANIBHBIX JAHHBIX OCYIIECTBISETCS ISl CTATUCTUYECKUX WIIU
WHBIX Hay4YHBIX IIeJell MNpU  YCIOBUM  0OSI3aTEIBHOTO  00€3JIMYMBaHUS
MEPCOHAIBHBIX TaHHBIX;

- 00paboTKa MEPCOHAIBHBIX JTAHHBIX HEOOXOaMMa JIsl 3aIUThl KU3HU, 3I0POBBS
WJIU MHBIX )KU3HEHHO Ba)KHBIX MHTEPECOB CYOBEKTa MEPCOHANBHBIX JAHHBIX, €CIU
MOJTyYEHHUE COorjlacusi CyObeKTa MePCOHANIbHBIX JaHHBIX HEBO3MOXKHO.

2.3. O6paboTka onepaTopoM CIEHHATbHBIX KaTerOpuil MEPCOHAIBHBIX JTAHHBIX B
Nudopmanmonnsix cuctemax 'bOY CI'U nonyckaercs ecinu:

- CyOBCKT IMEepCOHAIbHBIX JaHHBIX Jall COrjlacMe B NHCbMEHHOH (opme Ha
00paboOTKy CBOMX MEPCOHATBHBIX JAaHHBIX;

- ICPCOHAJIBbHBIC JAHHBIC ABJISAIOTCA O6H_[€I[OCTYHHLIMI/I;

- TIepCOHAJbHBIE JIAaHHBIE OTHOCSATCS K COCTOSIHUIO 370pOBbSi CYOBEKTa
MEepPCOHATBHBIX JaHHBIX M HUX 00paboTka HeoOXoauMma JJIs 3alUThl €ro >KU3HH,
3I0POBbS WJIM MHBIX KW3HEHHO Ba)KHBIX MHTEPECOB JIMOO >KU3HU, 3JI0POBbS WIIU
WHBIX KU3HEHHO Ba)XXHBIX HMHTEPECOB JPYTUX JIMI, U TMOJIYYECHHE COIJIACHS
CyObeKTa MepCoOHAIbHBIX TaHHBIX HEBO3MOKHO;



0o0pa0oTKa  MEpPCOHANbHBIX  JIAHHBIX OCYyILIECTBIISIETCS B MEIHUKO-
npOo(UIAKTUYECKUX LEJAX, B IENIAX YCTaHOBJCHHS MEAMIIMHCKOIO JIMarHos’a,
OKa3aHMsI MEOUUUHCKUX W MEJHKO-COUMAIBHBIX YCIOYr MpPU YCJIOBHH, YTO
00paboTKa MEPCOHANBHBIX JAaHHBIX OCYLIECTBISIETCA JIMLOM, NMPO(ECcCCHOHAIBHO
3aHUMAIOIIUMCSl MEIULIMHCKON JIEATEIbHOCThIO U O00S3aHHBIM B COOTBETCTBUH C
3aKOHOJATeNbCTBOM Poccuiickoil denepanuu coxpaHsaTh BpaueOHYIO TaliHy.

2.4. B cimydae eciau omepaTop Ha OCHOBAaHHMH JIOTOBOpa IOpyYaeT 0OpabOTKY
IICPCOHANBHBIX JJaHHBIX APYroOMY JIMIlY, CYIIECTBEHHBIM YCIIOBHEM JOTOBOpA
SBIIAETCS OOS3aHHOCTh OOECICUYCHHS YKa3aHHBIM JIMIIOM KOH(MHUIACHIIMAIbHOCTH
IIEPCOHAJIHBIX JAHHBIX W O€30MacHOCTH IIEPCOHANBHBIX JaHHBIX IIPH HX
oOpaboTke.

2.5. OnepaTop, HOJ'IyLIaIOHII/H?I AOCTYII K IICPCOHAJIbHBIM JOaHHBIM, JOJIKCH
o0ecreYnBaTh KOH(bI/II[CHHHEUIBHOCTB TaKUX JAHHBIX, 3d HCKIIFOUCHUCM CJIYHaCB:

- B CJIy4dac 00e3TMINBaHUS NCPCOHAIBHBIX TaAHHBIX]
- B OTHOLICHHNU O6H.[€I[OCTYHHBIX MNEPCOHAIbHBIX TAHHBIX.

2.6. OOpaboTka mnepcoHaNbHbIX AaHHBIX B MH@opmanmonusix cucremax ['bBOY
CI'l ocymiecTBasieTcsi TOMBKO C coOrjacusi B THUCBMEHHOM ¢opme cyObekTa
NEPCOHAIBHBIX  JIAHHBIX, 3a HUCKJIIOYEHHEM CIIy4aeB, MPeSyCMOTPEHHBIX
denepaibHBIMU  3aKOHaMH, KOTOPBIMU  TPEAyCMaTpUBAIOTCS  Clydyau
00513aTE€IbHOTO MPENOCTABIECHUsI CYOBEKTOM TEpPCOHANBHBIX JIaHHBIX CBOMX
NEPCOHANBHBIX JaHHBIX B IENSIX 3alUTHl OCHOB KOHCTUTYIIMOHHOTO CTpPOS,
HPABCTBEHHOCTH, 3/I0pPOBbs, TIPaB W 3aKOHHBIX HWHTEPECOB JIPYTHX JIHII,
oOecrieueHust 000POHBI CTPAHBI U O€30MaCHOCTH FOCYapCTBa.

2.7. IlucekMeHHOe coracue CyobeKTa MePCOHANBHBIX JaHHBIX HAa 00Pa0OTKY CBOUX
nepcoHanbHbIX JaHHbIX B HMHdopmanmonusix cuctemax I'BOY CI'M pomkHO
BKJIOUYATh B CEOs:

- (amuiuio, UMs, OTYECTBO, aapec CyObEKTa MEPCOHATbHBIX JaHHBIX, HOMEP
OCHOBHOI'O JIOKYMEHTa, YJIOCTOBEpPSIOIIETO €ro JUYHOCTb, CBEJIEHUS O JaTe
BbIJIa4M YKa3aHHOT'O JIOKYMEHTA U BBIIABIIIEM €0 OpPTraHe;

- HauMeHoBaHue ((haMuINIo, UMs, OTUYECTBO) U aJpec omepaTopa, MOoJydaroilero
corjlacue cyObeKkTa NepCOHAIbHBIX JTAHHBIX;

- IeJIb 00pabOTKH MEPCOHATBHBIX TaHHBIX;

- MepeyeHb IMEePCOHAbHBIX JaHHBIX, HAa O00pabOTKYy KOTOpPBIX JAETCsl corjacue
CyObeKTa MepCOHATBHBIX TAHHBIX;



- IICPCUYCHb JICUCTBUM C NNEpCOHAIbHBIMN AAaHHBIMH, HAa COBCPHICHHEC KOTOPBIX
Ja€TCA Ccorjaacuc, O6HICC OIMMCaHUC MCIOJb3YCMbBIX OIICPATOPOM CII0co00B
06pa6OTKI/I IICPCOHAJIBHBIX NAHHBIX,

- CPOK, B TCHCHUC KOTOPOI'O I[CﬁCTByeT Corjiacuce, a TakKXKe MopAd0K €0 OT3bIBA.

2.8. O0s13aHHOCTH MPEIOCTABUTD JI0KA3aTEIBCTBO TOJYUYEHUS COTJacusi CyObeKTa
NEPCOHANBHBIX JTAHHBIX Ha 00pabOTKy €ro MepcoHaJbHBIX JAHHBIX, a B CIIydae
00paboTKM OOIMIEOCTYITHBIX TEPCOHATBHBIX JaHHBIX B HMHMOpMaMOHHBIX
cucremax ['BOY CI'M 00s3aHHOCTH [TOKa3bIBaHUSI TOrO, 4YTO OOpabaThIBaeMbIE
NIEPCOHAJIbHBIE IaHHBIE SIBIISIOTCS OOIIEI0CTYTHBIMU, BO3JIaraeTCsl Ha OIepaTopa.

2.9. B cnydae HeneecnocoOHOCTH CyObhEKTa MEPCOHANBHBIX JIAHHBIX COTJIACHE Ha
00paboTKy ero mepcoHaIbHBIX JaHHbIX B MHpopmanmonubix cucremax ['BOY
CI'M nmaer B mnucbMeHHOW (OpMe 3aKOHHBIM MPEACTaBUTENb CyObEeKTa
MEPCOHAIBHBIX TAHHBIX.

2.10. B ciiyuae cMepTu cyOBbeKTa MEPCOHANIbHBIX JTAHHBIX COTJacue Ha 0O0paboOTKy
€ro nepcoHaNbHBIX JaHHBIX B MHpopManuonusix cuctemax ['bOY CI'U naror B
MUCbMEHHON (opMe HaCIEeHUKH CyOBhEKTa MEePCOHABHBIX JIaHHBIX, €CIU TaKoe
corjacue He ObUIO JaHO CYyObEKTOM MEPCOHANBHBIX TAHHBIX MPU €r0 KU3HH.

2.11. CyObeKT nepcoHaIbHBIX JTAHHBIX UMEET MPaBO HA MOJIyYCHHE CBEJCHUUN 00
00paboTKe CBOMX MEPCOHANBHBIX JNaHHbIX B MHpopMannonusix cucremax ['bOY
CI'H, a omeparop 0053aH UX MPEIOCTaBUTh B COOTBETCTBUH €O cTaThsiMu 14 u 20
®epnepanbHOro 3akoHa ot 27.07.2006 Ne 152-03 «O nepcoHAIbHBIX JaHHBIX).

3. Mepsbl o odecnevyeHNI0 0€30MACHOCTH NMEePCOHAIBHBIX TaHHBIX MPH UX
oOpadoTke.

3.1. bezonacHocTh MEePCOHATBHBIX JAHHBIX, o0pabaThIBaeMbIX B
Nudopmarmonnsix cuctemax ['bBOY CI'U, mocturaercss myTeM HCKIIOYCHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJE CIIyYalHOIro, JOCTyIa K IEPCOHAJIbHBIM
JIIAHHBIM, PE3YJbTATOM KOTOPOr0 MOYKET CTaThb YHUUYTOXXEHHUE, HW3MEHECHUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHECHHUE MTEPCOHATIBHBIX JIAHHBIX, a TAKXKe
VHBIX HECAHKIIMOHUPOBAHHBIX JIEMCTBUM.

3.2. lna oGecniedeHus: 6€30MaCHOCTH NEPCOHATBHBIX TAHHBIX MPU UX 00padOTKe B
Nudopmanmonnsix cuctemax I'bOY CI'U ocymiecTBisieTcs 3auuTa:

- uH(opmanuu, 06padaThIBAEMOH C UCIIOJIB30BAHUEM TEXHUYECKUX CPEICTB;

- uHdOopMaLUH, coaiepkaieiics Ha OyMakKHOW, MAarHUTHOM, MarHUTHO-ONTUYECKON
Y MHOM OCHOBE (HOCHUTEISX).



3.3. PabGoTel mo oOecrieyeHuto 0€30MaCHOCTH NEPCOHATIBHBIX MAHHBIX MPU HX
obpabotke B Mapopmannonusix cuctemax ['bOY CI'U sBnsroTcsS HEOTHEMIIEMOM
4acThlo paboT Mo co3nanuio MTHGOpMAaIMOHHBIX CUCTEM.

3.4. Undopmanmonnsie cuctembl 'bOY CI'U knaccupuuupyrorcs ornepaTopom.

ITpoBenenune knaccupuxanyu MHPopmManoHHbIX cucteM ompenenaeHo [lopsakom
IPOBEJCHUS KiIacCH(PHUKAIUU WH(POPMAITMOHHBIX CHCTEM IMEPCOHANBHBIX JaHHBIX,
YTBEP>KJIC€HHBIM COBMECTHBIM IpHKa3oM DenepanbHOi CIIyKObl IO TEXHHYECKOMY
U JIKCIopTHOMY KoHTpomo, denepanpHoil coyk0b1 Oe3omacHocTH Poccuiickoit
®enepar, MUHUCTEPCTBOM  HHPOPMAIIMOHHBIX  TEXHOJOTHM M CBS3U
Poccuiickoit @enepanuu ot 13.02.2008 No 55/86/20.

3.5. OOMeH nepcoHaIbHBIMU JaHHBIMU MpU UX 00paboTke B MH(pOpMaIMOHHBIX
cuctemax ['BOY CI'M ocymiecTBisieTcss MO KaHallaM CBSI3U, 3allUTa KOTOPBIX
o0ecnieunBaeTcs MyTeM peall3allid COOTBETCTBYIOIIMX OPraHU3AlMOHHBIX MEp U
(W) MyTeM NPUMEHEHHS] TEXHUYECKHUX U IPOTPAMMHBIX CPEJICTB.

3.6. Pasmemenne WHpopmammonneix cuctem ['BOY CI'HM, cnemuansHoe
obopy/noBaHME U OXpaHa IIOMEIICHUH, B KOTOPBIX Bemercs pabora ¢
MepCOHAIBLHBIMU JaHHBIMH, OpTraHM3allds peKuMa oOecrieueHus 0e30TMacHOCTH B
ATUX  TIOMENIEHUAX  JOJDKHBI ~ 00ecCleYuMBaTh  COXPAHHOCTh  HOCUTENEH
MEePCOHAIBHBIX JTAHHBIX M CPEJCTB 3allUThl MHGOPMAIMU, a TaKXKe HCKII0YaTh
BO3MOXXHOCTh HEKOHTPOJUPYEMOTO MPOHUKHOBEHUSI WU MPeObIBAaHUS B ITHUX
MOMEIIICHUSIX TTOCTOPOHHUX JIMII.

3.7. be3onmacHOCTb NEPCOHANBHBIX JAHHBIX TMpU HX 00paboTke B
Nudopmanmonnsix cuctemMax 'BOY CI'M obecneunBaer ornepaTop WM JIMIIO,
KOTOPOMY Ha OCHOBAHHUH JI0rOBOpPA OINEPATOP MOpydaeT 00pabOTKy NepCOHAIbHBIX
JNaHHBIX (Jajnee — YmosHoMoueHHoe Jul0). CyIIecTBEeHHBIM YCIOBHEM J10IOBOpa
SBIIAETCS 00513aHHOCTh YTOJIHOMOYEHHOTO auna o0ecrneunTh
KOH(QUICHIIMATBFHOCTh MEPCOHANBHBIX NAaHHBIX W 0€30MacHOCTh MEePCOHAIbHBIX
JAHHBIX TIPU X 00paboTKe B MH(GOPMAIIMOHHON CUCTEME.

3.8. Ilpu oOpaboTke NEPCOHANBHBIX MaHHBIX B MH(POpMAaMOHHBIX CHCTEMax
I'bOY CI'M 6e301macHOCTh 00SCIICUNBACTCS

- NPOBEACHUEM  MEPONPUATHM,  HANPABICHHBIX HA  MPEIOTBpAILICHUE
HECAHKIIMOHUPOBAHHOTO JIOCTYNAa K MEPCOHAJIBbHBIM JaHHBIM U (WJIHM) TIepeaadu ux
JUIaM, HE IMEIOIITUM TIpaBa JI0CTyMa K TaKoi nHGOpMaIInH;

- CBOEBpPEMEHHBIM OOHapyKeHHeM (DaKTOB HECAHKIIMOHUPOBAHHOTO JOCTYIMa K
IIEPCOHAJIBHBIM JAHHBIM;



- HEJIOIYIIIEHUEM BO3JCHCTBUS HAa TEXHUYECKHE CPEACTBA aBTOMATHU3UPOBAHHOU
00paOOTKM TEPCOHAIBHBIX JaHHBIX, B peE3yJbTaTe KOTOPOTO MOXET OBITh
HapylLIeHO UX (QyHKIMOHUPOBAHHUE;

- BO3MOXHOCTBIO HC3aMCJINTCIIbBHOI'O BOCCTAHOBJICHUA IICPCOHAJBHBIX JTadHHBIX,
MOI[I/ICI)I/IHI/IpOBaHHBIX WM YHHUYTOKCHHBIX BCJICACTBUC HCCAHKIMOHHPOBAHHOI'O
AOCTYIIa K HUM;

- INOCTOSSHHBIM  KOHTPOJICM  3a oOecrieueHuEM YPOBHA  3aIIUIICHHOCTH
IICPCOHAJIBHBIX TAHHBbIX.

3.9. 3ammTa nepcoHaNbHBIX JIaHHBIX, oOpaOaTbiBaemas B MH(popmalioHHbBIX
cuctemax 'bOY CI'U, obecneunBaercs 3a cuer cpeacts I BOY CI'M B nopsiake,
YCTaHOBJIEHHOM (heiepabHbIMU 3aKOHAMHU.

3.10. Hoctyn corpyaaukoB ['BOY CI'M Kk nepCOHAIBHBIM  JTaHHBIM,
obOpabateiBaembiM B MHbopmanmonnbsix cucremax 'bOY CI'U, nnsa BeInoJHEHUS
CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH MPOUZBOAUTCA K COOTBETCTBYIOUIUM
MEePCOHATBHBIM JAHHBIM Ha OCHOBAHHMM CIIUCKA, YTBEPKICHHOTO OIEPaTOPOM.

4. Oco0eHHOCTH 00padOTKHU NEPCOHAIBHBIX JaHHBIX, OCYLIECTBJsIEeMbIX 0e3
HCMOJIb30BAHMS CPEICTB ABTOMATU3ALMU.

4.1. llepcoHanpHble  JaHHble TpU HUX 00pabOTKEe,  OCYIIECTBISIEMOM
HeaBroMaTnu3nMpoBaHHBIM  CIIOCOOOM,  JIOJDKHBI  000COONIATBCS  OT  MHOM
uHdopmaruu, Qukcanueid uX Ha OTIAEIBHBIX MaTEPUATBHBIX HOCHUTENSIX
MEePCOHANIBHBIX JaHHBIX (fanee - MarepuanbHble HOCHTENH), B CIEHIUATbHBIX
pazzenax KHUT ()KypHaJIOB) WJIK HA MOJsX GopM (0JIaHKOB).

4.2. llpu Qukcanmmu TEePCOHANTBHBIX JAaHHBIX Ha MaTepualbHBIX HOCHUTEIAX HE
JomycKaeTcss (uKcalds Ha OJHOM MAaTEpHAIbHOM HOCHUTENEC IEePCOHAIBHBIX
JIAHHBIX, HEJIM 00pabOTKH KOTOPBIX 3aBEJOMO HeCOBMeCTUMBI. Jljisi oOpaboTKu
pa3IUYHBIX KaTeropuit MEPCOHAIBHBIX JIAaHHBIX, OCYIIECTBIISIEMO
HeaBToMaTH3MpOBaHHBIM CIIOCOOOM, ISl KaXKJIOW KaTeropuu MEPCOHATBHBIX
JTAHHBIX JOJKEH MCIOJIb30BATHCS OTACIbHBIM MaTepHraaibHbI HOCUTEb.

4.3. Ilpu Mcronb30BaHUM THUIIOBBIX ()OPM JIOKYMEHTOB, XapakTep MH(GOpMAINH B
KOTOPBIX TPEIOIaraeT Wik JOMyCKaeT BKIIFOUCHHUE B HUX MTEPCOHATBHBIX JaHHBIX
(manee — Tumnosas ¢popma), TOHKHBI COOTIOIATHCS CISAYIOIINE YCIOBHUS:

4.3.1. TunoBas ¢opma WU CBA3aHHBIE C HEH JNOKYMEHTbHI (MHCTPYKIUS 1O €€
3aMO0JHEHUI0, KAPTOUKH, PEECTPBI U KYpPHAJIbI) JOJKHBI COAEPKATH!



- CB€ACHHA O LICIHU O6pa6OTKI/I NEpCOHAJIbHBIX JAaHHBIX, OCYHICCTBHHGMOﬁ
HCaBTOMaTI/ISPIpOBaHHBIM CHOCO6OM;

- M4 (HAaMMEHOBAHUE) U aJipec OnepaTopa;

- (hamunmro, MMS1, OTYECTBO M aJIpeC CyOBEKTa MEPCOHAITBHBIX TAHHBIX;
- ICTOYHUK TTOJTYYCHHS TIEPCOHATBHBIX JaHHBIX;

- CpOKU 00paOOTKH MEPCOHATBHBIX JaHHBIX;

- TIepedYeHb NCUCTBHUI C MEPCOHAIBHBIMUA JaHHBIMH, KOTOPBIC OYIyT COBEPIIATHCS
B IIpoIecce ux 00padoTKH;

- o0lmiee OMUCAaHWE UCIOJB3YEMBIX OIEPATOPOM  CIOCOOOB  00pabOTKHU
MEPCOHANIBHBIX JJAHHBIX.

4.3.2. TunoBas ¢dopma AOKHA MpeaycMaTpUBaTh MOJIe, B KOTOPOM CYOBEKT
MEPCOHATBHBIX JAHHBIX MOKET TOCTAaBUTh OTMETKY O CBOEM COTJIaCUM Ha
00paboTKy NEPCOHANBHBIX JaHHBIX, OCYIIECTBIsieMyl0 HeaBToMaTH3upoOBaHHBIM
CIIOCOOOM.

4.3.3. TunoBas ¢hopma J10KHA OBITH COCTaBJICHA TAKUM 00pa30oM, UTOOBI KaXKIbIN
U3 CYOBEKTOB TNEPCOHAIBHBIX JAHHBIX, COJEPXKAIIUXCA B JTOKYMEHTE, HMeEI
BO3MOXXHOCTh ~ O3HAKOMUTBCSI CO  CBOMMHU  TNEPCOHAIBHBIMU  JTAHHBIMH,
COZIepKalllMMUCS B IOKYMEHTE, HE Hapyllas IpaB M 3aKOHHBIX MHTEPECOB HHBIX
CyOBbEKTOB MEPCOHATBHBIX JIAHHBIX.

434. TumoBas ¢opmMa JOJDKHA  HCKIOYATh  OOBEAWHECHHE  IIOJICH,
NpeAHAa3HAYCHHBIX JUII BHECCHHUS IEPCOHAIBHBIX JIAaHHBIX, IIEIM OOpabOTKH
KOTOPBIX 3aBEJIOMO HE COBMECTHUMBI.

4.4, Tlpm HECOBMECTUMOCTH Iielied 00pabOTKHM TIEPCOHATBHBIX JaHHBIX,
3a(UKCUPOBAaHHBIX HA OJHOM MaTepuanbHOM HOCHUTENe, eciu MaTepuaibHbIi
HOCHUTENIb HE TI03BOJISIET OCYHIECTBISATH OOpabOTKY MEpCOHANbHBIX JaHHBIX
OTIIEJBHO OT JPYTrux 3aUKCHUPOBAHHBIX HA TOM € HOCHUTENIE MEePCOHAIbHBIX
JAHHBIX, JOJDKHBI OBITH MPUHATHI MEPHI MO 00ECTIEUEHUIO Pa3/IeIbHON 00padoTKU
MEPCOHABHBIX TAHHBIX:

4.4.1. TIpu HEOOXOAMMOCTH UCTIOIB30BAHMS MJIH PACIIPOCTPAHEHUS ONPEIETIEHHBIX
MEPCOHAIBHBIX AAHHBIX OTHAEJIBHO OT HAXOJAIIMXCA Ha TOM ke MareprualibHOM
HOCUTEJNIE JAPYIMX IIEPCOHANBHBIX JAHHBIX OCYIIECTBISECTCS KONMPOBAHUE
IIEPCOHAIBHBIX JAaHHBIX, MOJICKAIIUX PACHPOCTPAHCHUIO WJIM HMCIOJIB30BAHMIO,
ciocoOoM, HCKIIOYAIOIIMM  OJHOBPEMEHHOE KOMHPOBAaHHE IMEPCOHATBHBIX



JAHHBIX, HE TOAJIEKAIIUX PACIPOCTPAHEHUIO U HCIIOIB30BAHUIO, U HCIOIb3YETCS
(pacripocTpaHseTcs) KOIus MepCOHAIbHBIX TaHHBIX.

442. llpu HEOOXONUMOCTH YHHUYTOXKEHHUS WM OJOKMPOBAHWS  YacTd
MEPCOHANIBHBIX JTaHHBIX YHHUYTOXKACTCS WM OJIOKHpyeTcs MarepuanbHbIN
HOCHUTENIb C TPEIBAPUTEIHHBIM KOMHUPOBAHUEM CBEACHUH, HE TOMJIEKAIINX
YHUUTOKEHUIO WM OJOKHPOBAHHUIO, CIIOCOOOM, UCKIIIOYAIOLIMM OJHOBPEMEHHOE
KOITUPOBAaHUE TEPCOHANBHBIX JIaHHBIX, TOUICKANINX YHUYTOXKCHUIO WU
OJIOKMPOBAHUIO.

4.5. YHUYTOXKEHUE WU 00E3JIMUMBAHUE YAaCTH MEPCOHAIBHBIX JAHHBIX, €CJIH 3TO
nomyckaeTcss MarepuaibHbIM HOCHUTENIEM, MOKET TMPOU3BOJUTHCS CIIOCOOOM,
UCKITIOYAIOIIUM  JAJIbHEHIIytI0 00pabOTKy JTHUX MEPCOHANBHBIX JaHHBIX C
COXpaHEHUEM BO3MOKHOCTH OOpaOOTKM MHBIX JIAHHBIX, 3a()UKCHPOBAHHBIX Ha
MaTepHaIbHOM HOcuTee (yaalieHue, BRIMapbIBAHKE).

4.6. [IpaBuia, npenycMoTpeHHble myHKTamu 4.4 u 4.5 Hacrosmero [lonoxenus,
OPUMEHSIOTCST TakKe B CiIy4yae, €ClId HEOO0XOJUMO OO0ECHeUUTh pPa3eibHYIO
00paboTKy 3a)MKCUPOBAHHBIX Ha OJTHOM MaTepraibHOM HOCUTENE MEPCOHATBHBIX
JTAHHBIX U UH(OOPMAINH, HE SIBIISTIONIEHCS IEPCOHATBHBIMU JTAHHBIMU.

4.7. YTouHEeHHE NEPCOHAIBHBIX JAHHBIX IPU OCYIIECTBICHHUH HX OO0pabOTKU
HeaBTOoMaTu3MpOBaHHBIM CIIOCOOOM MPOU3BOJUTCA IMyTEM OOHOBJICHUS WIIU
W3MEHEHHs JTaHHBIX Ha MarepuaabHOM HOCHUTENE, a €CIU 3TO HE JIOMYCKAaeTCs
TEXHUYECKUMU OCOOCHHOCTSIMU MaTE€pUANIbHOTO HOCUTENS, - MyTeM (PUKCAalUWU Ha
TOM K€ MaTepuaIbHOM HOCUTENIE CBEJCHUN O BHOCUMBIX B HUX U3MEHEHUSX JINOO
IIyTEM H3TOTOBJICHHWS HOBOIO MAaTEPUAIBHOTO HOCUTENSA C YTOYHEHHBIMU
MIEPCOHAJIBHBIMU JJAHHBIMH.

4.8. O6paboTka MIePCOHAJIBHBIX JTAaHHBIX, OCYIIIECTBIIsIEMAst
HeaBTOoMaTH3MpOBaHHBIM CIIOCOOOM, JOJKHA IPOU3BOAMTLCA TAKUM OO0pa3oM,
yTOOBI B OTHOIICHWH KaXKJIOM KaTErOPHH IEPCOHAJIBHBIX JAHHBIX MOXKHO OBLIO
OTIPEICTMTh MECTA XPaHEHUS MTEPCOHAIIBHBIX TaHHBIX (MaTepuabHBIX HOCUTEIIEH )
U YCTAaHOBUTH TEPEUYCHBb JIMI, OCYIICCTBIIIONIUX 00padOTKy NEpCOHATBHBIX
JAHHBIX JTUO0 UMEIOIINUX K HUM JIOCTYII.

4.9. Heob6xonumo obecrnieunBaTh pasjelibHOE XpaHEHHWE MEPCOHATBHBIX JaHHBIX
(MaTepuanbHbIX HOCUTEIICH), 00pad0OTKa KOTOPHIX OCYIIECTBIISIETCS B PA3IMUHBIX
LEeTIsX.

5. O0sI3aHHOCTH JIHII, UMEIOUIUX JOCTYI K MEPCOHAIbHBIM JTaHHBIM.



5.1. OTBeTCTBEHHOCTh 3a OOecledeHre OE30MACHOCTH NMEPCOHAIbHBIX JTAHHBIX U
Haanexamui pexxuM padotsl Undopmannonnsix cucrem 'bOY CI'M Boznaraercs
Ha pykoBogutens [ bOY CI'N.

5.2. B cBoeti pabore corpymauku ['BOY CI'M, nomymeHHsie k oOpaboTke
nepcoHanbHbIX MaHHBIX B WHbopmanmonusix cucremax ['BOY CI'U, momxHb
PYKOBOJICTBOBAThCS ~ TpeOOBaHMSIMHU  (penepaibHBIX 3aKOHOB, HOPMATHBHO-
NpaBoBbIX JMOKyMEHTOB I[IpaBurenscTtBa Poccuiickont ®enepanuu, deaepanbHON
CIIyOBbl MO TEXHUYECKOMY M HKCIIOPTHOMY KOHTpPOJt0, DenepanbHOl CIIyKObI
oeszonmacHoct  Poccuiickoit  ®Denepanuu, MwuHUCTEpCTBa HH(YOPMAIIMOHHBIX
TEeXHOJIOruHU U cBs3U Poccuiickorn denepanuu, a Takxke HacToAwmM llonoxennem
M HHCTPYKLUHMEH  TIOJB30BATENISI MO  3alIUTE  IEPCOHAIBHBIX  JaHHBIX,
oOpabatbiBaeMbIx B MTH(MOpMAIIMOHHBIX cHUCTEMaX.

5.3. B poikHOCTHBIE MHCTPYKUIHMKA coTpyIHUKOB [ bOY CI'M, ynomHOMOYEHHBIX
Ha 00pabOTKy mepcoHaNbHBIX AaHHbIX B MHbopmanuonubix cuctemax ['BOY
CI'M, nomxHBI OBITH BHECEHBI OOS3aHHOCTH O HEOOXOIMMOCTH BBIIIOJIHCHUS
TpeOboBaHMii 1o  oOecrneueHnto  Oe30macHOCTH  00padaThIBAEMBIX  MMU
NEPCOHANIBHBIX JAHHBIX.

5.4. OTBeTcTBEHHBIN 3a oOecrieueHre O€30MACHOCTH MEPCOHANBHBIX JTAHHBIX B
I'bOY CI'MM pykoBOACTBYyeTCS B CBOEH  JIESITEIBHOCTH  MHCTPYKIIMEH
OTBETCTBEHHOTO 3a oOecreyeHre O€30MacHOCTH IEPCOHAIbHBIX JIAHHBIX,
oOpabatbiBaembix B H(popmanmonnsix cuctemax ' bOY CI'U.

5.5. Ilpu obOHapyXeHUH HapyIIEHWW MOpsSAKa MPETOCTABICHHS IMEPCOHAIBHBIX
JaHHBIX, 00padaTeiBacMbiX B UHpopmanmonnsix cucremax ['bOY CI'U, oneparop
HE3aMEJINTEIPHO MPUOCTAHABIMBACT IPEAOCTABICHUE MEPCOHAJIBHBIX JaHHBIX
nonb3oBatessiM Mapopmanmonnbix cucreM 'BOY CI'M 1o BbIsiBICHUS MPUYUH
HapyIIeHUH U YCTPAHEHUS STUX TPUYMH.

5.6. 3a mapymenue HoOpM Hacrtosmero I[lomoxeHus, a Takxke QeaepaabHbIX
3aKOHOB, PETJIAMEHTUPYIOIINX MOPSI0K 00padOTKU U obecreueHus: 6€301macHOCTH
NEPCOHANBHBIX JaHHbIX, coTpyaHuku ['bOY CI'U, nomyuieHHble Kk pabdore ¢
nepcoHanbHbIMU aHHbIMU B MHpopmanmonnsix cucremax ['BOY CI'U, necyt
I'PAKIAHCKO-TIPABOBYIO, AJMUHHMCTPATUBHYIO, YTOJOBHYIO U JIHUCLUIUIMHAPHYIO
OTBETCTBEHHOCTh B COOTBETCTBUU C JEHCTBYIOIIUM 3aKOHOAATEIBCTBOM.
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